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COPYRIGHT 

© 2020 Dmitry Lavygin (vdm.inbox@gmail.com) 

S.P. Kapitsa Research Institute of Technology of Ulyanovsk State 

University. 

All rights reserved. 

 

Redistribution and use in source and binary forms, with or 

without modification, are permitted provided that the following 

conditions are met: 

1. Redistributions of source code must retain the above 

copyright notice, this list of conditions and the following 

disclaimer. 

2. Redistributions in binary form must reproduce the above 

copyright notice, this list of conditions and the following 

disclaimer in the documentation and/or other materials 

provided with the distribution. 

3. Neither the name of the copyright holder nor the names of 

its contributors may be used to endorse or promote products 

derived from this software without specific prior written 

permission. 

 

THE SOFTWARE AND THIS DOCUMENT ARE PROVIDED BY THE COPYRIGHT 

HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED 

WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 

WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 

PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER 

OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, 

SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT 

NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; 

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) 

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN 

CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR 

OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THE SOFTWARE OR 

THIS DOCUMENT, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH 

DAMAGE. 
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TERMS USED 

Term Description 

IP Internet Protocol 

The Internet Protocol (IP) is the principal 

communications protocol in the Internet 
protocol suite. It is responsible for addressing 

host interfaces, encapsulating data into 

datagrams (including fragmentation and 

reassembly) and routing datagrams from a 
source host interface to a destination host 

interface across one or more IP networks. 

TCP/IP Transmission Control Protocol 

The Transmission Control Protocol provides a 

communication service at an intermediate 

level between an application program and the 
Internet Protocol. It provides host-to-host 

connectivity at the transport layer of the 

Internet model. 

UDP/IP User Datagram Protocol 

UDP is a simple message-oriented transport 
layer protocol that is documented in RFC 768. 

Although UDP provides integrity verification 

(via checksum) of the header and payload, it 

provides no guarantees to the upper layer 

protocol for message delivery and the UDP 
layer retains no state of UDP messages once 

sent. 

KRC KUKA Robot Controller. 

KRL KUKA Robot Language 

KUKA Robot programming language. 
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KUKA Cross 3 Internal mechanism of interprocess 
communication in the KUKA robot control 

system. 

KukavarProxy KukavarProxy is a TCP/IP server that allows 

KRL variables to be read and written over a 

network connection. 
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1. OVERVIEW 

This document describes the protocols used by the C3 Bridge 

Interface Server. The C3 Bridge Interface Server is a lightweight 

network application that allows remote clients to execute 

requests to KUKA Cross 3 subsystem and return responses. The 

application provides advanced functionality and high 

performance.  

 

1.1. TYPES AND PURPOSE OF PROTOCOLS 

The C3 Bridge Interface Server can use two network protocols. 

The first protocol, called the Discovery Protocol, is based on UDP 

and can be used to detect a remote server and find out its 

capabilities. The Discovery Protocol can operate in legacy or 

standard mode, or both. The legacy mode is implemented for 

compatibility with KukavarProxy features. 

The second protocol is the primary one. It is based on TCP and is 

designed for remote interaction with the KUKA robot control 

system. 

The table below shows a summary of the protocols and network 

ports on which they operate by default. 

Protocol 
Based 

on 
Listening 

port 
Port to 
answer 

Support in 
KukavarProxy 

Discovery 
(legacy) 

UDP 6669 7000 Yes 

Discovery 

(standard) 
UDP 7000 

source 

port of 

peer 

 

Primary TCP 7000 ––– Yes, limited 
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1.2. BYTE ORDER 

All multibyte fields in protocol messages are composed using the 

network byte order (or big-endian, most significant byte is 

transmitted first). Although this is in contradiction with the Intel 

IA-32 platform byte order (little-endian), the network byte order 

was chosen to provide compatibility with the KukavarProxy 

protocol. The exceptions to this order are characters and 

strings in UTF16 format. The system byte order (little-

endian) is used for them. 

 

1.3. HEXADECIMAL NUMBERS 

Base 16 (hexadecimal) numbers are represented by a string of 

hexadecimal digits followed by the character "h" (for example, 

0D0Ah). A hexadecimal digit is a character from the following set: 

0, 1, 2, 3, 4, 5, 6, 7, 8, 9, A, B, C, D, E, and F. 

 

1.4. DATA TYPES 

The following table gives information about the types of data 

used: 

Name Description 
Size 

(bytes) 
Range 

UINT8 Unsigned Integer, 8−bit 1 0..255 

INT8 Signed Integer, 8−bit 1 -128..127 

UINT16 
Unsigned Integer, 

16−bit 
2 0..65535 

INT16 Signed Integer, 16−bit 2 -32768..32767 

UINT32 
Unsigned Integer, 

32−bit 
4 0..4294967295 

INT32 Signed Integer, 32−bit 4 
-2147483648.. 

2147483647 

BOOL Boolean Type 1 0..1* 
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CHAR 
ASCII / ISO/IEC 

8859−1 Character 
1  

STRING 
ASCII / ISO/IEC 

8859−1 String 
variable  

WCHAR 
Unicode Character 

(encoded in UTF−16LE) 
2  

WSTRING 
Unicode String (encoded 

in UTF−16LE) 

variable 

(even) 
 

NOTES 

∗ The Boolean value is encoded with one byte. This means 

that the actual value of this field may be between 0 and 

255. The recipient must treat all non-zero values as TRUE 

and 0 as FALSE. The sender must encode the TRUE value 

with 1 and the FALSE value with 0. 
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2. DISCOVERY PROTOCOL 

The Discovery Protocol uses the UDP datagrams that contain text 

messages of a predetermined length. In the legacy mode, the 

sender makes requests to the server on port 6669 and the server 

responds to port 7000 of the sender. In standard mode, the 

sender makes requests to the server on port 7000, and the 

server responds to the sender's address and port, allowing the 

sender to use any port to receive responses. 
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2.1. PRESENCE REQUEST 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: Yes. 

 

PURPOSE 

Determination of the control system address and readiness of the 

control system to process requests of the primary protocol 

(indirectly). 

 

REQUEST 

Offset 

(bytes) 

Size 

(bytes) 
Type Value 

0 12 STRING WHEREAREYOU? 

 

RESPONSE 

Offset 

(bytes) 

Size 

(bytes) 
Type Value 

0 variable STRING KUKA|<model name>|<serial #> 

 

<model name> is the value of $MODEL_NAME[] KRL variable. 

<serial #> is the value of $KR_SERIALNO KRL variable. 

 

In case of an error when accessing the KUKA Cross 3 subsystem, 

the fields <model name> and <serial #> may be empty. In this 

case, the response has the following form: 

Offset 

(bytes) 

Size 

(bytes) 
Type Value 

0 6 STRING KUKA|| 
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2.2. PROXY TYPE REQUEST 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: No. 

 

PURPOSE 

Determining the type of proxy server. The C3 Bridge Interface 

responds to this request and KukavarProxy does not. 

 

REQUEST 

Offset 

(bytes) 

Size 

(bytes) 
Type Value 

0 11 STRING @PROXY_TYPE 

 

RESPONSE 

Offset 

(bytes) 

Size 

(bytes) 
Type Value 

0 19 STRING C3 BRIDGE INTERFACE 
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2.3. PROXY VERSION REQUEST 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: No. 

 

PURPOSE 

Obtaining information about the application version and license 

type. 

 

REQUEST 

Offset 

(bytes) 

Size 

(bytes) 
Type Value 

0 14 STRING @PROXY_VERSION 

 

RESPONSE 

Offset 

(bytes) 

Size 

(bytes) 
Type Value 

0 variable STRING <major>.<minor> <type> 

 

<major> is the major number of the software version. 

<minor> is the minor number of the software version. 

<type> is the type of the software edition, it can be (OPEN 

SOURCE) or (PROPRIETARY). 

 

SAMPLE RESPONSE 

Offset 

(bytes) 

Size 

(bytes) 
Type Value 

0 17 STRING 1.0 (OPEN SOURCE) 
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2.4. PROXY FEATURES REQUEST 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: No. 

 

PURPOSE 

Determining the list of supported messages for the primary 

protocol. 

 

REQUEST 

Offset 

(bytes) 

Size 

(bytes) 
Type Value 

0 15 STRING @PROXY_FEATURES 

 

The response table is located on the next page. 
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RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Value Meaning 

R
E

Q
U

I
R

E
D

 

-1 1 CHAR 

1 Message #0 is available 

0 Message #0 is NOT 

available 

-2 1 CHAR 

1 Message #1 is available 

0 Message #1 is NOT 

available 

… 

-8 1 CHAR 

1 Message #7 is available 

0 Message #7 is NOT 

available 

O
P

T
I
O

N
A

L
 

-9 1 CHAR 

1 Message #8 is available 

0 Message #8 is NOT 

available 

… 

-256 1 CHAR 

1 Message #255 is 

available 

0 Message #255 is NOT 

available 

 

Negative offset means bytes counted from the end of the 

received datagram. For example, -1 means the last byte, -2 

means the penultimate byte, etc. 
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SAMPLE RESPONSE 

Offset 

(bytes) 

Size 

(bytes) 
Type Value Meaning 

-1 1 CHAR 1 Message #0 is available 

-2 1 CHAR 1 Message #1 is available 

-3 1 CHAR 0 Message #2 is NOT 

available 

-4 1 CHAR 0 Message #3 is NOT 

available 

-5 1 CHAR 1 Message #4 is available 

-6 1 CHAR 1 Message #5 is available 

-7 1 CHAR 1 Message #6 is available 

-8 1 CHAR 1 Message #7 is available 

-9 1 CHAR 0 Message #8 is NOT 

available 

-10 1 CHAR 0 Message #9 is NOT 

available 

-11 1 CHAR 1 Message #10 is available 

-12 1 CHAR 1 Message #11 is available 

-13 1 CHAR 1 Message #12 is available 

-14 1 CHAR 1 Message #13 is available 

-15 1 CHAR 1 Message #14 is available 

-16 1 CHAR 0 Message #15 is NOT 
available 

 

In this example, the string representation of the received data is 

as follows: 0111110011110011. 
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2.5. COMPUTER NAME REQUEST 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: No. 

 

PURPOSE 

Obtaining the computer name on which the robot control system 

is located. 

 

REQUEST 

Offset 

(bytes) 

Size 

(bytes) 
Type Value 

0 15 STRING @PROXY_HOSTNAME 

 

RESPONSE 

Offset 

(bytes) 

Size 

(bytes) 
Type Value 

0 variable STRING <KRC hostname> 

 

SAMPLE RESPONSE 

Offset 

(bytes) 

Size 

(bytes) 
Type Value 

0 9 STRING C010-07VM 
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2.6. DATE AND TIME REQUEST 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: No. 

 

PURPOSE 

Obtaining the date and time set on the robot control system in 

ISO 8601 format. 

 

REQUEST 

Offset 

(bytes) 

Size 

(bytes) 
Type Value 

0 11 STRING @PROXY_TIME 

 

RESPONSE 

Offset 

(bytes) 

Size 

(bytes) 
Type Value 

0 20 STRING YYYY-MM-DDThh:mm:ssZ 

 

[YYYY] indicates a four-digit year, 1601 through 9999. 

[MM] indicates a two-digit month of the year, 01 through 12. 

[DD] indicates a two-digit day of that month, 01 through 31. 

[T] is just ANSI character T, which is used to separate the date 

and time. 

[hh] refers to a zero-padded hour between 00 and 23. 

[mm] refers to a zero-padded minute between 00 and 59. 

[ss] refers to a zero-padded second between 00 and 59. 

[Z] means that the Coordinated Universal Time (UTC) is used. 

 

SAMPLE RESPONSE 

Offset 

(bytes) 

Size 

(bytes) 
Type Value 

0 20 STRING 2020-08-04T06:46:10Z 
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3. PRIMARY PROTOCOL 

The primary protocol uses long-term TCP/IP sessions. Data 

exchange takes place using binary messages of variable length. 

Transmitted messages are divided into requests and responses. 

The requests contain only the header and payload. The responses 

contain the header, payload, and error code at the end of the 

message. The server has the right not to reply to unknown or 

incorrect requests. 
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3.1. MESSAGE HEADER 

Each message begins with a header, the structure of which is 

shown in the table below. 

Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

0 2 UINT16 

Tag ID 

This field specifies the 
message identifier. The 

response from the server will 

contain the same identifier as 

the request. This identifier 
does not define the type of 

request and can accept any 

values in the range from 0 to 

65 535. 

2 2 UINT16 

Message Length 

The full length of the 
message, excluding the Tag 

ID and Message Length 

fields. 

4 1 UINT8 

Message Type 

An important field that 

defines the type of message. 
The message type indicates 

the number of the function 

that will be or has been 

executed by the C3 Bridge 
Interface. 
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3.2. RESPONSE FOOTER 

Each response message ends with a footer, the structure of which 

is shown in the table below. 

Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

0 2 UINT16 

Error Code 

The error codes are listed in 
the next section. 

2 1 BOOL 

Success Flag 

TRUE in case of a successful 

response, FALSE in case of 

error. 
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3.3. ERROR CODES 

The full list of error codes can be found in the file include/c3bi.h. 

Code Name Description 

0 ErrorGeneral 

Unspecified error. 

In some cases it may be the 
result of an E_FAIL error from 

the Windows COM subsystem. 

1 ErrorSuccess 
Not an error. 

The operation was successful. 

2 ErrorAccess 

General access denied error. 

COM equivalent: 

E_ACCESSDENIED. 

3 ErrorArgument 

One or more arguments are 
not valid. 

COM equivalent: 

E_INVALIDARG. 

4 ErrorMemory 

Failed to allocate necessary 

memory. 

COM equivalent: 

E_OUTOFMEMORY. 

5 ErrorPointer 

NULL was passed incorrectly 

for a pointer value. 

COM equivalent: E_POINTER. 

6 ErrorUnexpected 

Unexpected failure. 

COM equivalent: 

E_UNEXPECTED. 

7 ErrorNotImplemented 

The requested function has not 

been implemented. 

In some cases it may be the 

result of an E_NOTIMPL error 
from the Windows COM 

subsystem. 
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8 ErrorNoInterface 

No such interface supported. 

COM equivalent: 

E_NOINTERFACE. 

9 ErrorProtocol 

Error in message content, 

incorrect number of fields, or 

their values. 

10 ErrorLongAnswer 

The response message is too 

big. The data cannot fit into a 
single message. 
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3.4. MESSAGE TYPES 

The full list of message types can be found in the file 

include/c3bi.h. 

Type Name 

0 CommandReadVariableAscii 

1 CommandWriteVariableAscii 

2 CommandReadArrayAscii 

3 CommandWriteArrayAscii 

4 CommandReadVariable 

5 CommandWriteVariable 

6 CommandReadMultiple 

7 CommandWriteMultiple 

8 
Reserved 

9 

10 CommandProgramControl 

11 CommandMotion 

12 CommandKcpAction 

13 CommandProxyInfo 

14 CommandProxyFeatures 

15 

Reserved … 

19 

20 CommandFileSetAttribute 

21 CommandFileNameList 

22 CommandFileCreate 
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23 CommandFileDelete 

24 CommandFileCopy 

25 CommandFileMove 

26 CommandFileGetProperties 

27 CommandFileGetFullName 

28 CommandFileGetKrcName 

29 CommandFileWriteContent 

30 CommandFileReadContent 

31 

Reserved … 

49 

50 CommandCrossSetInfoOn 

51 CommandCrossSetInfoOff 

52 CommandCrossGetRobotDirectory 

53 CommandCrossDownloadDiskToRobot 

54 CommandCrossDownloadMemToRobot 

55 CommandCrossUploadFromRobotToDisk 

56 CommandCrossUploadFromRobotToMem 

57 CommandCrossDeleteRobotProgram 

58 CommandCrossRobotLevelStop 

59 CommandCrossControlLevelStop 

60 CommandCrossRunControlLevel 

61 CommandCrossSelectModul 

62 CommandCrossCancelModul 
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63 CommandCrossConfirmAll 

64 CommandCrossKrcOk 

65 CommandCrossIoRestart 

66 

CommandCrossReserved 
67 

68 

69 

70 

Reserved … 

128 

129 

Free Range … 

254 

255 CommandExtended 
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3.5. MESSAGES FOR VARIABLE HANDLING 

3.5.1. MESSAGE #0. READ VARIABLE (ASCII) 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: Yes. 

 

PURPOSE 

Retrieving the value of KRL variable or internal variable (ASCII 

version). 

 

REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 3 + LVN 

4 1 UINT8 
Message Type 

Value: 0 

P
A

Y
L
O

A
D

 

5 2 UINT16 
LVN 

Length of Variable Name 

7 LVN STRING Variable Name 

 

RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 6 + LVV 

4 1 UINT8 
Message Type 

Value: 0 
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P
A

Y
L
O

A
D

 
5 2 UINT16 

LVV 

Length of Variable Value 

7 LVV STRING 
Variable Value 

 

F
O

O
T

E
R

 

7 + LVV 2 UINT16 
Error Code 

 

9 + LVV 1 BOOL Success Flag 

 

SAMPLE REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Value 

H
E

A
D

E
R

 

0 2 UINT16 256 

2 2 UINT16 14 

4 1 UINT8 0 

P
A

Y
L
O

A
D

 

5 2 UINT16 11 

7 11 STRING $ACCU_STATE 

 

 

 

SAMPLE RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Value 

H
E

A
D

E
R

 

0 2 UINT16 256 

2 2 UINT16 16 

4 1 UINT8 0 
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P
A

Y
L
O

A
D

 

5 2 UINT16 10 

7 10 STRING #CHARGE_OK 

F
O

O
T

E
R

 

17 2 UINT16 1 (ErrorSuccess) 

19 1 BOOL TRUE 

 

POSSIBLE ERROR CODES 

Code Name 

0 ErrorGeneral 

1 ErrorSuccess 

 

INTERNAL VARIABLES 

C3 Bridge Interface contains several internal variables whose 

values can be obtained with the Read Variable message. Access 

to the internal variable is possible provided that there is no 

variable with the same name in the KRL system. 

 

Variable Name Variable Value 

PING PONG 

@PROXY_TYPE C3 BRIDGE INTERFACE 

@PROXY_VERSION Look at section 

2.3. PROXY VERSION REQUEST 

@PROXY_FEATURES Look at section 

2.4. PROXY FEATURES REQUEST 

@PROXY_HOSTNAME Look at section 

2.5. COMPUTER NAME REQUEST 

@PROXY_TIME Look at section 

2.6. DATE AND TIME REQUEST 
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NOTES 

∗ The PING variable is also supported by KukavarProxy. 

 

 

3.5.2. MESSAGE #1. WRITE VARIABLE (ASCII) 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: Yes. 

 

PURPOSE 

Writing the new value of the KRL variable (ASCII version). 

 

REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 5 + LVN + LVV 

4 1 UINT8 
Message Type 

Value: 1 

P
A

Y
L
O

A
D

 

5 2 UINT16 
LVN 

Length of Variable Name 

7 LVN STRING Variable Name 

7 + LVN 2 UINT16 
LVV 

Length of Variable Value 

9 + LVN LVV STRING Variable Value 
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RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 6 + LVV 

4 1 UINT8 
Message Type 

Value: 1 

P
A

Y
L
O

A
D

 

5 2 UINT16 
LVV 

Length of Variable Value 

7 LVV STRING 
Variable Value 

 

F
O

O
T

E
R

 

7 + LVV 2 UINT16 
Error Code 

 

9 + LVV 1 BOOL Success Flag 

 

SAMPLE REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Value 

H
E

A
D

E
R

 

0 2 UINT16 256 

2 2 UINT16 17 

4 1 UINT8 1 

P
A

Y
L
O

A
D

 5 2 UINT16 8 

7 8 STRING $VEL_ACT 

15 2 UINT16 4 

17 4 STRING 10.2 
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SAMPLE RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Value 

H
E

A
D

E
R

 

0 2 UINT16 256 

2 2 UINT16 10 

4 1 UINT8 1 

P
A

Y
L
O

A
D

 

5 2 UINT16 4 

7 4 STRING 10.2 

F
O

O
T

E
R

 

11 2 UINT16 1 (ErrorSuccess) 

13 1 BOOL TRUE 

 

POSSIBLE ERROR CODES 

Code Name 

0 ErrorGeneral 

1 ErrorSuccess 

 

 

3.5.3. MESSAGE #2. READ ARRAY (ASCII) 

Minimum supported version: None. 

Support in KukavarProxy: Yes. 

 

PURPOSE 

(Translated from KukavarProxy source code) Reading and 

formatting an array variable for the PLC. 
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3.5.4. MESSAGE #3. WRITE ARRAY (ASCII) 

Minimum supported version: None. 

Support in KukavarProxy: Yes. 

 

PURPOSE 

(Translated from KukavarProxy source code) Writing an array 

variable to the PLC. 

 

 

3.5.5. MESSAGE #4. READ VARIABLE 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: No. 

 

PURPOSE 

Retrieving the value of KRL variable or internal variable. 

 

REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 3 + LVN * 2 

4 1 UINT8 
Message Type 

Value: 4 

P
A

Y
L
O

A
D

 

5 2 UINT16 

LVN 

Length of Variable Name 

(in characters) 

7 LVN * 2 WSTRING Variable Name 

 

 

 

 



 
35 

RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 6 + LVV * 2 

4 1 UINT8 
Message Type 

Value: 4 

P
A

Y
L
O

A
D

 

5 2 UINT16 

LVV 

Length of Variable Value 

(in characters) 

7 LVV * 2 WSTRING Variable Value 

F
O

O
T

E
R

 7 + 

LVV * 2 
2 UINT16 Error Code 

9 + 

LVV * 2 
1 BOOL Success Flag 

 

SAMPLE REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Value 

H
E

A
D

E
R

 

0 2 UINT16 512 

2 2 UINT16 21 

4 1 UINT8 4 

P
A

Y
L
O

A
D

 

5 2 UINT16 9 

7 18 WSTRING $ACT_BASE 

 



 
36 

SAMPLE RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Value 

H
E

A
D

E
R

 

0 2 UINT16 512 

2 2 UINT16 8 

4 1 UINT8 4 

P
A

Y
L
O

A
D

 

5 2 UINT16 1 

7 2 WSTRING 1 

F
O

O
T

E
R

 

9 2 UINT16 1 (ErrorSuccess) 

11 1 BOOL TRUE 

 

POSSIBLE ERROR CODES 

Code Name 

0 ErrorGeneral 

1 ErrorSuccess 

9 ErrorProtocol 

 

INTERNAL VARIABLES 

C3 Bridge Interface contains several internal variables whose 

values can be obtained with the Read Variable message. Access 

to the internal variable is possible provided that there is no 

variable with the same name in the KRL system. 

 

Variable Name Variable Value 

PING PONG 
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@PROXY_TYPE C3 BRIDGE INTERFACE 

@PROXY_VERSION Look at section 

2.3. PROXY VERSION REQUEST 

@PROXY_FEATURES Look at section 

2.4. PROXY FEATURES REQUEST 

@PROXY_HOSTNAME Look at section 

2.5. COMPUTER NAME REQUEST 

@PROXY_TIME Look at section 

2.6. DATE AND TIME REQUEST 
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3.5.6. MESSAGE #5. WRITE VARIABLE 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: No. 

 

PURPOSE 

Writing the new value of the KRL variable. 

 

REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 

Message Length 

Value: 5 + LVN * 2 + 

LVV * 2 

4 1 UINT8 
Message Type 

Value: 5 

P
A

Y
L
O

A
D

 

5 2 UINT16 

LVN 

Length of Variable Name 

(in characters) 

7 LVN * 2 WSTRING Variable Name 

7 + 

LVN * 2 
2 UINT16 

LVV 

Length of Variable Value 

(in characters) 

9 + 

LVN * 2 
LVV * 2 WSTRING Variable Value 
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RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 6 + LVV * 2 

4 1 UINT8 
Message Type 

Value: 5 

P
A

Y
L
O

A
D

 

5 2 UINT16 

LVV 

Length of Variable Value 

(in characters) 

7 LVV * 2 WSTRING Variable Value 

F
O

O
T

E
R

 7 + 

LVV * 2 
2 UINT16 Error Code 

9 + 

LVV * 2 
1 BOOL Success Flag 

 

SAMPLE REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Value 

H
E

A
D

E
R

 

0 2 UINT16 256 

2 2 UINT16 23 

4 1 UINT8 5 

P
A

Y
L
O

A
D

 5 2 UINT16 8 

7 16 WSTRING $VEL_ACT 

15 2 UINT16 1 

17 2 WSTRING 5 
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SAMPLE RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Value 

H
E

A
D

E
R

 

0 2 UINT16 256 

2 2 UINT16 8 

4 1 UINT8 5 

P
A

Y
L
O

A
D

 

5 2 UINT16 1 

7 2 WSTRING 5 

F
O

O
T

E
R

 

9 2 UINT16 1 (ErrorSuccess) 

11 1 BOOL TRUE 

 

POSSIBLE ERROR CODES 

Code Name 

0 ErrorGeneral 

1 ErrorSuccess 

9 ErrorProtocol 
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3.5.7. MESSAGE #6. READ MULTIPLE VARIABLES 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: No. 

 

PURPOSE 

Do not use this function, the current implementation is not 

reliable. 

 

 

3.5.8. MESSAGE #7. WRITE MULTIPLE VARIABLES 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: No. 

 

PURPOSE 

Do not use this function, the current implementation is not 

reliable. 
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3.6. MESSAGES FOR KRL PROGRAM HANDLING 

3.6.1. MESSAGE #10. PROGRAM CONTROL (SUBTYPE I) 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: No. 

 

PURPOSE 

Reset, start, stop or cancel the KRL program. 

 

REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 4 

4 1 UINT8 
Message Type 

Value: 10 

P
A

Y
L
O

A
D

 5 1 UINT8 

Command code: 

1 – Reset 

2 – Start 

3 – Stop 

4 – Cancel 

6 2 UINT16 

Interpreter Type: 

0 – Sumbit Interpreter 

1 – Robot Interpreter 
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RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 5 

4 1 UINT8 
Message Type 

Value: 10 

P
A

Y
L
O

A
D

 

5 1 UINT8 Command code 

F
O

O
T

E
R

 

6 2 UINT16 Error Code 

8 1 BOOL Success Flag 

 

SAMPLE REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Value 

H
E

A
D

E
R

 

0 2 UINT16 652 

2 2 UINT16 4 

4 1 UINT8 10 

P
A

Y
L
O

A
D

 

5 1 UINT8 
1 

(Reset) 

6 2 UINT16 
0 

(Submit Interpreter) 
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SAMPLE RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Value 

H
E

A
D

E
R

 

0 2 UINT16 652 

2 2 UINT16 5 

4 1 UINT8 10 

P
A

Y
L
O

A
D

 

5 1 UINT8 
1 

(Reset) 

F
O

O
T

E
R

 

6 2 UINT16 1 (ErrorSuccess) 

8 1 BOOL TRUE 

 

POSSIBLE ERROR CODES 

Code Name 

0 ErrorGeneral 

1 ErrorSuccess 

7 ErrorNotImplemented 

9 ErrorProtocol 

 

 

3.6.2. MESSAGE #10. PROGRAM CONTROL (SUBTYPE II) 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: No. 

 

PURPOSE 

Select or run the KRL program. 
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REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 9 + (LN + LP) * 2 

4 1 UINT8 
Message Type 

Value: 10 

P
A

Y
L
O

A
D

 

5 1 UINT8 

Command code: 

5 – Select 

6 – Run 

6 2 UINT16 
Interpreter Type 

(NOT USED) 

8 2 UINT16 

LN 

Length of Name 

(in characters) 

10 LN * 2 WSTRING Name 

10 + 

LN * 2 
2 UINT16 

LP 

Length of Parameters 

(in characters) 

12 + 

LN * 2 
LP * 2 WSTRING Parameters 

12 + 

LN * 2 + 

LP * 2 

1 BOOL Force Select/Run 
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RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 5 

4 1 UINT8 
Message Type 

Value: 10 

P
A

Y
L
O

A
D

 

5 1 UINT8 Command code 

F
O

O
T

E
R

 

6 2 UINT16 Error Code 

8 1 BOOL Success Flag 

 

POSSIBLE ERROR CODES 

Code Name 

0 ErrorGeneral 

1 ErrorSuccess 

7 ErrorNotImplemented 

9 ErrorProtocol 
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3.7. MESSAGES FOR MANUAL ROBOT CONTROL 

3.7.1. MESSAGE #11. MOTION CONTROL 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: No. 

 

PURPOSE 

Initiate a movement of type PTP, PTP_REL, LIN or LIN_REL. 

 

REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 4 + LP * 2 

4 1 UINT8 
Message Type 

Value: 11 

P
A

Y
L
O

A
D

 

5 1 UINT8 

Motion Type: 

1 – PTP 

2 – LIN 

3 – PTP_REL 

4 – LIN_REL 

6 2 UINT16 

LP 

Length of Position String 

(in characters) 

8 LP * 2 WSTRING Position String 
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RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 5 

4 1 UINT8 
Message Type 

Value: 11 

P
A

Y
L
O

A
D

 

5 1 UINT8 Motion Type 

F
O

O
T

E
R

 

6 2 UINT16 Error Code 

8 1 BOOL Success Flag 

 

SAMPLE REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Value 

H
E

A
D

E
R

 

0 2 UINT16 128 

2 2 UINT16 74 

4 1 UINT8 11 

P
A

Y
L
O

A
D

 5 1 UINT8 
1 

(PTP) 

6 2 UINT16 35 

8 70 WSTRING 
{POS: X 0, Y 0, Z 0, 

A 0, B 0, C 0} 
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SAMPLE RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Value 

H
E

A
D

E
R

 

0 2 UINT16 128 

2 2 UINT16 5 

4 1 UINT8 11 

P
A

Y
L
O

A
D

 

5 1 UINT8 
1 

(PTP) 

F
O

O
T

E
R

 

6 2 UINT16 1 (ErrorSuccess) 

8 1 BOOL TRUE 

 

POSSIBLE ERROR CODES 

Code Name 

0 ErrorGeneral 

1 ErrorSuccess 

7 ErrorNotImplemented 

9 ErrorProtocol 
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3.7.2. MESSAGE #12. KCP KEY EMULATION 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: No. 

 

PURPOSE 

Emulation of button pushing on the KCP device. 

 

REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 12 

4 1 UINT8 
Message Type 

Value: 12 

P
A

Y
L
O

A
D

 

5 1 UINT8 

Key Type: 

1 – Start Key 

2 – Stop Key 

3 – Jog Key 

4 – 6D Space Mouse 

6 4 INT32 

Interpreter Type: 

0 – Sumbit Interpreter 

1 – Robot Interpreter 

or 

Axis Number 

10 4 INT32 Key Code 

14 1 BOOL Direction 
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15 1 BOOL 

Key Status 

TRUE – Released 

FALSE - Pressed 

 

RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 5 

4 1 UINT8 
Message Type 

Value: 12 

P
A

Y
L
O

A
D

 

5 1 UINT8 Key Type 

F
O

O
T

E
R

 

6 2 UINT16 Error Code 

8 1 BOOL Success Flag 

 

POSSIBLE ERROR CODES 

Code Name 

0 ErrorGeneral 

1 ErrorSuccess 

7 ErrorNotImplemented 

9 ErrorProtocol 
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3.8. SERVICE MESSAGES 

3.8.1. MESSAGE #13. GET PROXY INFORMATION 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: No. 

 

PURPOSE 

Request information about the C3 Bridge Interface Server. 

 

REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 1 

4 1 UINT8 
Message Type 

Value: 13 

P
A

Y
L
O

A
D

 

NO PAYLOAD 

 

RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 25 + LCN * 2 

4 1 UINT8 
Message Type 

Value: 13 
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P
A

Y
L
O

A
D

 

5 1 UINT8 Version Major Number 

6 1 UINT8 Version Minor Number 

7 1 UINT8 

Version Type 

0 – Open Source 

1 – Proprietary 

8 2 UINT16 Current year 

10 2 UINT16 Current month 

12 2 UINT16 Current day of week 

14 2 UINT16 Current day 

16 2 UINT16 Current hour (UTC) 

18 2 UINT16 Current minute (UTC) 

20 2 UINT16 Current second (UTC) 

22 2 UINT16 Current millisecond 

24 2 UINT16 

LCN 

Length of Computer 
Name (in characters) 

26 LCN * 2 WSTRING Computer Name 

F
O

O
T

E
R

 26 + 

LCN * 2 
2 UINT16 Error Code 

28 + 

LCN * 2 
1 BOOL Success Flag 
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SAMPLE REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Value 

H
E

A
D

E
R

 

0 2 UINT16 0 

2 2 UINT16 1 

4 1 UINT8 13 

 

SAMPLE RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Value 

H
E

A
D

E
R

 

0 2 UINT16 0 

2 2 UINT16 47 

4 1 UINT8 13 

P
A

Y
L
O

A
D

 

5 1 UINT8 1 

6 1 UINT8 0 

7 1 UINT8 0 (Open Source) 

8 2 UINT16 2020 

10 2 UINT16 8 

12 2 UINT16 2 

14 2 UINT16 4 

16 2 UINT16 8 

18 2 UINT16 56 

20 2 UINT16 6 

22 2 UINT16 889 

24 2 UINT16 11 
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26 22 WSTRING VDMHOSTTEST 

F
O

O
T

E
R

 
48 2 UINT16 1 (ErrorSuccess) 

50 1 BOOL TRUE 

 

POSSIBLE ERROR CODES 

Code Name 

1 ErrorSuccess 

 

 

3.8.2. MESSAGE #14. GET PROXY FEATURES 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: No. 

 

PURPOSE 

Request the list of supported messages for the primary protocol 

of the C3 Bridge Interface Server. 

 

REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 1 

4 1 UINT8 
Message Type 

Value: 14 
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P
A

Y
L
O

A
D

 
NO PAYLOAD 

 

RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 36 

4 1 UINT8 
Message Type 

Value: 14 

P
A

Y
L
O

A
D

 

5 1 UINT8 

Bit field of available 

messages: 

from 255 to 248. 

6 1 UINT8 

Bit field of available 

messages: 

from 247 to 239. 

… 

35 1 UINT8 

Bit field of available 

messages: 

from 15 to 8. 

36 1 UINT8 

Bit field of available 

messages: 

from 7 to 0. 

F
O

O
T

E
R

 

37 2 UINT16 Error Code 

39 1 BOOL Success Flag 
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SAMPLE REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Value 

H
E

A
D

E
R

 

0 2 UINT16 0 

2 2 UINT16 1 

4 1 UINT8 14 

 

SAMPLE RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Value 

H
E

A
D

E
R

 

0 2 UINT16 0 

2 2 UINT16 36 

4 1 UINT8 14 

P
A

Y
L
O

A
D

 

5 1 UINT8 0 

6 1 UINT8 0 

7 1 UINT8 0 

8 1 UINT8 0 

9 1 UINT8 0 

10 1 UINT8 0 

11 1 UINT8 0 

12 1 UINT8 0 

13 1 UINT8 0 

14 1 UINT8 0 

15 1 UINT8 0 

16 1 UINT8 0 
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17 1 UINT8 0 

18 1 UINT8 0 

19 1 UINT8 0 

20 1 UINT8 0 

21 1 UINT8 0 

22 1 UINT8 0 

23 1 UINT8 0 

24 1 UINT8 0 

25 1 UINT8 0 

26 1 UINT8 0 

27 1 UINT8 0 

28 1 UINT8 0 

29 1 UINT8 
80h 

(Message #63) 

30 1 UINT8 0 

31 1 UINT8 0 

32 1 UINT8 0 

33  UINT8 0 

34  UINT8 0 

35  UINT8 
7Ch 

(Messages ##10-14) 

36 1 UINT8 
F3h 

(Messages ##0,1,4-7) 
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F
O

O
T

E
R

 

37 2 UINT16 1 (ErrorSuccess) 

39 1 BOOL TRUE 

 

POSSIBLE ERROR CODES 

Code Name 

1 ErrorSuccess 
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3.9. MESSAGES FOR FILE OPERATIONS 

This section has not yet been documented. 
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3.10. MESSAGES FOR CROSSCOMMEXE COMPATIBILITY 

3.10.1. MESSAGE #64. CONFIRM ALL 

Minimum supported version: 1.0 (Open Source). 

Support in KukavarProxy: No. 

 

PURPOSE 

Reset all errors on the KRC (emulation of pressing the Confirm All 

button). 

 

REQUEST 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 1 

4 1 UINT8 
Message Type 

Value: 63 

P
A

Y
L
O

A
D

 

NO PAYLOAD 

 

RESPONSE 

 Offset 

(bytes) 

Size 

(bytes) 
Type Meaning 

H
E

A
D

E
R

 

0 2 UINT16 Tag ID 

2 2 UINT16 
Message Length 

Value: 4 

4 1 UINT8 
Message Type 

Value: 63 
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P
A

Y
L
O

A
D

 
NO PAYLOAD 

F
O

O
T

E
R

 

5 2 UINT16 Error Code 

7 1 BOOL Success Flag 

 

POSSIBLE ERROR CODES 

Code Name 

0 ErrorGeneral 

1 ErrorSuccess 

 


